CAREER EPISODE:1

INTRODUCTION:

E11 buring my QR
_Australia, | worked on the assessment task on

“Produce an ICT Network Architecture Design (ICTTEN622)”, in—l designed,
analyzed, benchmarked and assessed a complete ICT network architecture from

requirements collecting to final cost and performance validation.
BACKGROUND:

CE1.2 Aspartof myDiploma, | worked on an ICT network planning and analysis assessment where
| analyzed network requirements and developed a LAN and WAN design. | identified current
and future network requirements and predicted traffic demands using forecasting
techniques that helped me understand expected growth and its impact on network design.
| analyzed how growing systems and new routing paths affect bandwidth, IP addressing and
network complexity. | documented user requirements including file sharing, hardware
sharing, application usage, user communication, network gaming and VolP for the design to
be as per the requirements. After that, | benchmarked the network using performance
parameters; latency, jitter, packet loss and packet duplication to assess expected network
behavior. | also estimated total cost by choosing hardware, software and vendor products
while matching with technical specifications. | also reviewed network performance using
tools like Wireshark, Ethernet frame analysis, ARP/ICMP inspection and SNMP monitoring
for understanding actual data flow behavior. | then developed a network design using
topology, subnetting, security control and scalability planning and checked it against
business needs through benchmarking techniques. | finally identified support, training and
vendor requirements, completed assessment reports and ensured that the final design met

performance, cost and business specifications as needed.
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Figure 1: Hierarchy

PERSONAL ENGINEERING ACTIVITIES:
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Network Planning & Compliance Assessment:

Working on this Assessment task, | studied and analyzed the legislative requirements related
to telecom network planning to enhance my knowledge of industry compliance and
technical implementation practices. | reviewed workplace legislation, safety of employees,
protection of data and operational compliance to understand how legal requirements
influence network planning tasks. | reviewed how these requirements support the safe
installation, maintenance and working of telecom systems while safeguarding customer data
and providing service reliability. | also studied industry codes of practice on cabling
installation, equipment handling, network configuration and communication reliability. |
evaluated the company work practices for effective telecom project execution and team
coordination. | analyzed how defining expectations enhances activity management by
helping technical teams understand objectives, performance requirements and working
responsibilities of the project. | explored the significance of assigning technical tasks based
on skill set; network setup, troubleshooting and infrastructure support to enhance work
efficiency. | examined the significance of supporting team members via technical guidance,
training and resource allocation to achieve the aims of the project. | also assessed
collaborative work practices where technical staff give ideas to enhance network
performance, solve issues and improve service delivery. It improved my teamwork, technical

support skills as well as continuous learning.

| further studied information security standards includin_by_

*to understand secure communication management and
data protection. | studied QUGG > G

*for analyzing their network threat management and system
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protection techniques. | studied engineering communication standards developed by
“or understanding communication reliability
and infrastructure performance. | also analyzed workplace safety requirements associated
with electrical hazards, cable installation, equipment handling and field maintenance tasks.
| studied the risk management procedures, emergency response planning and the use of PPE
toreduce workplace incidents. It enhanced my practical understanding of compliance, safety
management, and technical standards significant for telecom network planning and

operational reliability.

Implementation of Telecom access, Core Network Architectures &

Communication Technologies:

| assessed multiple telecom access network technologies to find suitable connectivity
solutions for various service infrastructure needs. | compared Ethernet, DSL, FTTH, Wireless
LAN and LTE based on transmission medium, bandwidth capacity, coverage range,
deployment cost and scalability to find their practical suitability in access network
environments. | chose Ethernet based connectivity for reliable high-speed local connectivity,
considered DSL for cost effective broadband over existing copper infrastructure and came
to know that FTTH is the most suitable choice for high bandwidth optical delivery to end
users. For wireless access, | evaluated WI-FI and LTE based on mobility support, signal
coverage and service continuity. | examined core network functions; traffic aggregation, user
authentication, switching, charging and gateway functions to understand how traffic is
managed, secured and routed across interconnected telecom systems.

| developed and proposed ICT network architecture by choosing a star-based topology for
the LAN to support centralized switching, easier fault isolation and simplified future
expansion for classrooms and admin departments. | divided the network into separate
subnetworks and VLAN segments for enhancing traffic management, user isolation and
internal security. For external and internetwork connectivity, | included router-based WAN
integration and firewall protection for secure communication between internal users and
internet services. | chose Cat6 cabling for access layer connectivity and fiber optic links for
backbone transmission for higher bandwidth and lower transmission delay. During planning
of network performance. | applied communication protocols; SNMP for device monitoring,
ICMP for connectivity test, HTTPS and SFTP for secure transfer of data and Wireshark for
packet level traffic analysis. | also assessed wireless access needs and considered including

dual band access points to enhance coverage and support mobile users. These choices that
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| made, enhanced network reliability, scalability, performance efficiency and security within

the proposed environment.

Integration of ICT Business Processes & Cost Optimization:

| considered ICT business process needs by first identifying operational requirements;
communication management, data handling, user support, cybersecurity controls and
service continuity needs in the proposed environment. On the basis of these requirements,
| then chose and matched appropriate software tools for network operation and business
workflows. | used Salesforce for managing customer and service related data and Microsoft
Dynamics 365 for integrated resource planning, coordination and business process
alignment. | also used Microsoft Power Bl to interpret operational and network related data
for decision making and Trello for project tasks, monitoring progress and coordinating tasks
during the network design process.

In parallel, | conducted supplier costing for the network by preparing a cost comparison of
vendor quotations for main components; routers, switches, servers, firewall systems and
cabling. | applied basic cost estimation method by multiplying unit prices with needed
guantities and aggregating total cost for budget feasibility and procurement accuracy. |
assessed every component based on technical specifications; bandwidth capacity, port
density, scalability, reliability and maintenance need along with lifecycle cost consideration.
| compared several supplier options to find the most cost-effective solution that met
performance needs while minimizing capital expenditure. Based on this evaluation, | chose
optimized equipment that satisfied both technical standards and future expansion needs
within the project budget constraints. Through this, | developed practical knowledge of ICT

business operations, software-based process management and cost evaluation.

Network Fault Diagnosis and Connectivity Troubleshooting:

| assessed and overcame network connectivity problems during the design and testing by
applying troubleshooting procedures for stable communication in the ICT network. |
identified duplicate IP address conflicts by reviewing active device logs an DHCP assignment
records. | then overcame the issue by isolating conflicting endpoints, checking DHCP server
allocations and reassigning IP addresses while refreshing network release using DHCP
release/renew functions to restore connectivity. | overcame IP address exhaustion by
reviewing subnet utilization and DHCP scope distribution, then extended the available
address pool via subnet re-configuration and re-claimed unused IP addresses for scalability
for extra devices, while considering IPv6 readiness for future expansion. | overcame DNS

resolution failures by checking DNS server configuration settings, testing name resolution
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using diagnostic commands; nslookup and clearing cached DNS entries to restore proper
domain to IP mapping. For workstation level failures, | performed hardware and software
checks; NIC status verification, TCP/IP configuration inspection and drive validation to
restore individual device connectivity. For network wide outages, | isolated faults by testing
gateway response, checking router and switch configuration and distinguishing between
internal problems and external ISP related failures before escalation. This troubleshooting
approach enhanced my ability to maintain network reliability, fault isolation and service

continuity.

Analysis of IP Protocols & Network Configuration:

| analyzed IP as a main communication protocol used in telecom and data networks to enable
reliable data exchange between devices. | learned that IP works at the network layer of the
OSI model and is responsible for logical addressing, packet forwarding and routing of data
across interconnected networks. | assessed how every network device is assigned a unique
IP address for correct identification and communication in both LAN and WAN. | examined 2
versions of IP where IPv4 used a 32-bit addressing scheme that provides a limited address
space. While IPv6 uses a 128-bit format to support large scale network expansion required
in modern infrastructure. Through this | developed an understanding of how IP addressing
and routing mechanisms support efficient data transmission, network scalability and service

continuity.

Analysis & Implementation of LAN/WAN Architecture Design:

| analyzed the ICT network case study and translated the business needs into LAN and WAN
network design. | identified main business issues like poor network performance, increasing
traffic demand, security vulnerabilities, configuration complexity, cost limitations and
continuous network growth. | learned that these problems directly impact service
availability, scalability and reliability that | learned are critical in telecom network
environments. At the same time, | identified improvement opportunities including better
information sharing, communication systems, business continuity and adoption of modern
ICT solutions as per the telecom objectives like redundancy, high availability and scalable
architecture. Based on the client demands, | confirmed objectives; reduced cost, enhanced
performance, secure connectivity, customized solutions and uninterrupted service
continuity after discussing with my professor. | then chose Intel Ethernet 1210-T1 adapters,
Cisco Catalyst 2960 24TT switches, Cisco C841M-8X/K9 ISR routers and Cat6/fiber cabling for
high bandwidth, low latency and future scalability. | specified Cisco prime infrastructure for

network management, supported by compatible drivers and tools; Microsoft 365, zoom,



google workspace and Wireshark for communication and troubleshooting. | also developed
a layered LAN/WAN design using routers, switches, firewalls, servers and access points with
proper subnetting, segmentation and scalable architecture as per the telecom network
planning principles of modularity, fault tolerance, optimized traffic flow and future

expansion readiness.
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Figure 2: Network Layout (LAN)

Figure 3: Network Layout (WAN)
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Figure 5: Physical diagram

Analysis of Forecasting, Performance Benchmarking, Network design,

Costing & Requirement Evaluation for LAN/WAN:

| designed and evaluated a LAN/WAN telecom network by analyzing traffic forecasting,
performance metrics, network design, cost estimation and business requirements. |
forecasted network traffic using last value predictor, windowed moving average and double
exponential smoothing. | understood that low value shows recent usage trends, moving
average smooths fluctuations to identify patterns and double exponential smoothing

considers both level and trend for more accurate future demand prediction. Based on this, |



concluded that future traffic growth will need increased bandwidth, scalable infrastructure
and efficient routing design. | assessed network performance using latency, jitter, packet loss
and packet duplication. | ensured latency remains <200ms for real-time services, while
controlling jitter for stable voice and video communication. | also learned that packet loss
>1% affects quality and duplication results from routing/hardware problems. | applied
benchmarking methods for compliance with industry standards and performance
expectations. | designed a hierarchical network architecture using routers, switches,
firewalls, servers and ISP connectivity with VLAN based segmentation for security and
efficiency. | also analyzed current and future requirements like file sharing, VolP, application
sharing and network gaming which required high bandwidth, low latency and secure
communication. | estimated total infrastructure cost approx. $70,500 based on vendor
hardware and software selection. | also assessed enterprise technologies including
cybersecurity systems, virtualization, cloud management, monitoring tools and access
control systems. | then applied CPM, CCM and PERT techniques to optimize planning and
reduce allocation. | confirmed that the suggested network design met performance, cost,

scalability and security requirements.

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::f5db:1a53:93b8:6658%2
IPv4 Address. . . . . . . . . . . : 192.168.93.251

Subnet Mask . o . & & o @ o . @ . o 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.93.152

Figure 6: IP and gateway details

C:\Users\johnm>ping 192.168.93.152

Pinging 192.168.93.152 with 32 bytes of data:

Reply from 192.168.93.152: bytes=32 time=Ums TTL=64
Reply from 192.168.93.152: bytes=32 time=3ms TTL=64
Reply from 192.168.93.152: bytes=32 time=5ms TTL=64

Reply from 192.168.93.152: bytes=32 time=Ums TTL=64

Ping statistics for 192.168.93.152:

Packets: Sent = U4, Received = 4, Lost = © (0% Lloss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 5ms, Average = Ums

Figure 7: Gateway connectivity test
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Delta Source Destination
0.000000 52:cb:a4:1f:ad:46 AzureWaveTec_ae:7f:le
©.000062 AzureWaveTec_ae:7f:le 52:cb:a4:1f:ad:46
17.364621 52:cb:a4:1f:ad:46 AzureWaveTec_ae:7f:le
©0.000036 AzureWaveTec_ae:7f:1le 52:cb:a4:1f:ad:46
17.857375 52:cb:a4:1f:ad:46 AzureWaveTec_ae:7f:1le
0.000042 AzurelaveTec ae:7f:le 52:cb:a4:1f:ad:46

296 21.520

855 38.8851..
856 38.8852..
1250 55.942
1251 55.942

P Frame 295: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on in
P Ethernet II, Src: 52:cb:a4:1f:ad:46 (52:cb:a. d:46), Dst: AzureWaveTec
~ Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (©x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: 52:cb:a4:1f:ad:46 (52:cb:ad:1f:ad:46)

Sender IP address: 192.168.93.152

Target MAC address: ©0:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.93.251

@ B Target MAC addr

file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAdeO mRER ARe>xEF I N E AQaAlE

R ap

Destination
AzureWaveTec

No. Source
000000 52:cb:a4:1f:ad:46
000062 AzureWaveTec_ae:7f:le
.364621 52:cb:a4:1f:ad:46

0.000036 AzureWaveTec_ae:7f:1le

17.857375 52:cb:a4:1f:ad:46

.000042 AzureWaveTec_ae:7f:le

855 38.
856 38.
125@ 55.
1251557

52:cb:ad4:1f:ad:46

52:cb:ad:l

AzureWaveTec_ae:7f:le

AzureWaveTec_ae:7f:le

Protocol Length  Info
ARP 42 Who
42 192.
42 Who
42 192.
42 vho
42 192.

192.168.93.251? Tell 192.168.93.152
.93.251 is at 10:68:38:ae:7f:le
192.168.93.251? Tell 192.168.93.152
.93.251 is at 10:68:38:3e:7f:1le
192.168.93.251? Tell 192.168.93.152
.93.251 is at 10:68:38:ae:7f:1le

52:cb:a4:1f:ad:46

Sender IP address
192.168.93.152

Target MAC address

Protocol | Length Info

has 192.168.93.251? Tell 192.168.93.152
ARP 42 192.168.93.251 is at 10:68:38:ae:7f:1le
ARP 42 Who has 192.168.93.251? Tell 192.168.93.152
ARP 42 192.168.93.251 is at 10:68:38:

» Frame 296: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on in Ethernet

~ Ethernet II, Src: AzureWaveTec_ae:7f:le (10:68:38:ae:7f:1e), Dst: 52:cb:ad o

» Destination: 52:cb:a4:1f:ad:46 (52:cb:a4:1f:ad:46)
» Source: AzureWaveTec_ae:7f:le (1O: 1le)

Type: ARP (©x©806)
~ Address Resolution Protocol (reply)

Ethernet (1)
IPv4 (0x0800)
6

Hardware type:
Protocol type:
Hardware size:
Protocol size: 4

Opcode: reply (2)

Sender MAC address: AzureWaveTec_ae:7f:le (10:68:38:ae:7f:le)
Sender IP address: 192.168.93.251

Target MAC address: 52:cb:a4:1f:ad:46 (52:cb:a4:1f:ad:46)
Target IP address: 192.168.93.152

Destination
52:cb:a4:1f:ad:46

Source
AzureWaveTec_ae:7f:1e

Figure 9: ARP reply from router
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ADAG mBARR RexETFIWME QAQAQE

N icmp BEY - +

No. Deita Source Destination Protocol | Length Info

> . - ©.000000 192.168.93.251 192.168.93.152 74 Echo (ping) request 1id=0x@@01, seq=5/1280, tt1l=128 (rep in 185)
0.004232 192.168.93. .168.93. (ping) reply i seq=5/1280, ttl=64 (request in 182)
1.001949 192.168.93. .168.93. (ping) request i , tt1=128 (reply in 224)
©.003773 192.168.93. 5 .93. (ping) reply i , ttl=64 (request in 223)
1.014228 192.168.93. .168.93. (ping) request i , tt1=128 (reply in 24@)
©.004971 192.168.93. A .93. (ping) reply i , ttl=64 (request in 239)
1.011929 192.168.93. .168.93. (ping) request id=0x@@01, seq=8/2048, tt1=128 (reply in 285)
0.003914 192.168.93. .168.93. (ping) reply  id=0x0001, seq=8/2048, ttl=64 (request in 284)

<
» Frame 182: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface* cb a4 1f ad 46 38 ae 7f 1e 08 00 45 @@ R F-h 8 3
~ Ethernet II, Src: AzureWaveTec_ae:7f:le (10:68:38:ae:7f:le), Dst: 52:cb:ad:1f:ad: 3c 5e 88 00 @0 9f 54 co a8 5d fb co a8 @ Tis ]
» Destination: 52:cb:a4:1f:ad:46 (52:cb:a4:1f:ad:46) ) 98 08 00 4d 56 90 ©5 61 62 63 64 65 66 ] MV abcdef
» Source: AzureWaveTec_ae:7f:le (10:68:38:ae:7f:le) ) 68 69 6a 6b 6¢ 6f 70 71 72 73 74 75 76  ghijklmn opgrstuv
Type: IPv4 (©x0800) 4 61 62 63 64 65 68 69 wabcdefg hi
» Internet Protocol Version 4, Src: 192.168.93.251, Dst: 192.168.93.152
~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: ©
Checksum: @x4d56 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (exeee1)
Identifier (LE): 256 (©x@10@)
Sequence Number (BE): 5 (©x0005)
Sequence Number (LE): 1280 (©x@500)

» Data (22 hutas)

@ B Intemet Control Message Protocol (icmp), 40 bytes Packets: 1446 - Displayed: 8 (0.6%) - Dropped: 0 (0.0%) Profile: Wireshark Masterclass

Figure 10: ICMP Request

File Edit View Capture Analyze Statistics Telephony Wirel Tools Help
AD A mBABR ReTFINE AqQam
N icmp

Destination Protocol Length | Info
.000000 192. .93. 192.168.93.152 74 Echo (ping) request id=0x0001, tt1=128 (reply in 185)
.004232 192.168.93. .93.2! 74 Echo (ping) 1d=0x0001, tt1=64 (request in 182)
223 18. . .801949 192. .93, . .93.152 74 Echo (ping) request id=exeeel, tt1=128 (reply in 224)
224 18. .803773 192.168.93. .168.93.251 74 Echo (ping) reply id=0x0001, ttl=64 (request in 223)
239 19. .014228 192.168.93. .168.93.152 74 Echo (ping) request id=exeee1, tt1=128 (reply in 240)
240 19. .004971 192.168.93. .168.93.251 74 Echo (ping) reply id=0xe001, ttl=64 (request in 239)
284 20. - .811929 192.168.93. .168.93.152 74 Echo (ping) request id=0xeeel, tt1=128 (reply in 285)
285 20.9105..  0.803914 192.168.93. .168.93.251 74 Echo (ping) reply  id=@x@@@1, seq=8/2048, ttl=64 (request in 284)

‘
» Frame 185: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface* 10 68 38 ae 7f 1e 52 cb a4 1f ad 46 08 00 45 00 hg - R ESSE
~ Ethernet II, Src: 52:cb:a4:1f:ad:46 (52: a4:1f:ad:46), Dst: AzureWaveTec_ae:7f! 0016 00 3c 28 91 00 00 40 @1 15 4c cO a8 5d 98 co a8 <(---@ -L--]
» Destination: AzureWaveTec_ae:7f:le (10:68:38:ae:7f:le) 5d fb @0 @0 55 56 80 01 ©0 05 61 62 63 64 65 66 ] - UV abcdef
» Source: 5. 4:1f:ad:46 (5. 4:1f:ad:46) 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76  ghijklmn opgrstuv
Type: IPv4 (0x0800) 77 61 62 63 64 65 66 67 68 69 wabcdefg hi
» Internet Protocol Version 4, Src: 192.168.93.152, Dst: 192.168.93.251
~ Internet Control Message Protocol
Type: @ (Echo (ping) reply)
Code: @
Checksum: @x5556 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (exeeel)
Identifier (LE): 256 (©x0180)
Sequence Number (BE): 5 (©x00@5)
Sequence Number (LE): 1280 (@x@508)

[Rasnnnca tima: 4 232 mel

Figure 11: ICMP reply
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v system
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> rip2 oK cancel
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oD
Syntax
Access
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Figure 15:MIB browser configuration
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¥ SNMP Set ¢
SNMP MiBs
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.syslo... Name : .sysName
> .interfaces
5 o oD : 1.36.1.21.1.5.0
> .ospf "
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> .private
A 3
> router_advip MiBs crens
> switch_L2 MIBs Description :
> switch_multiLayer MiBs
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Figure 16: MIB browser settings

Result Table
Name/OID Value Type
c
36 124.1.50 Router1 OctetString

(.iso.org.dod.interne. ..

Figure 17: Checking
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use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco CISCO1941/KS (revision 1.0) with 451520K/32763K bytes of memory.
Processor board ID FTX152400KS

2 Gigabit Ethernet interfaces

DRAM configuration is €4 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

24985€K bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!
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Figure 19: Network Designed

Challenges Faced and Project Management:

| faced issues during these tasks in analyzing network needs, forecasting traffic requirements
and choosing suitable network components within the given constraints. | overcome them
by conducting technical research and discussing design decisions with my professor. | also
worked with my fellow student as a team to review requirements, share ideas and enhance
the proposed network design. | guided them where required by sharing my knowledge,
motivated them during complex tasks and worked together to overcome issues to achieve

the project objectives.

SUMMARY:

CE1l.14

During my diploma studies, | worked on an ICT network design assessment, where | analyzed
and designed a LAN/WAN architecture based on the requirements. | identified current and
future network requirements and applied forecasting techniques to estimate traffic growth
and its impact on bandwidth, routing and IP addressing. | assessed user requirements for the
design to match expectations. | then analyzed various network topologies and
communication technologies and chose appropriate components based on performance and
scalability requirements. | also performed cost estimation by comparing vendor products
and assessed network performance using parameters like latency, jitter, packet loss and
packet duplication. | reviewed network behavior to understand real time data flow and
troubleshooting. | developed a secure and scalable network design using subnetting,
segmentations and layered architecture principles. | evaluated it against business and
technical needs. Working on this task enhanced my understanding of network
troubleshooting, IP management and telecom planning concepts through analysis of

common network problems and their resolutions.



